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Outsourcing association rule mining to an outside service provider brings several important benefits to the 
data owner. These include (i) relief from the high mining cost, (ii) minimization of demands in resources, 
and (iii) effective centralized mining ... 
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Cryptographic algorithms play an important role in the security architecture of wireless sensor networks 
(WSNs). Choosing the most storage- and energy-efficient block cipher is essential, due to the facts that 
these networks are meant to operate without ... 
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Buffer overflow vulnerabilities are currently the most prevalent security vulnerability; they are responsible 
for over half of the CERT advisories issued in the last three years. Since many attacks exploit buffer overflow 
vulnerabilities, techniques that ... 
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We propose several highly-practical and optimized constructions for joint signature and encryption 
primitives often referred to as < i> signcryption< /i> . All our signcryption schemes, built directly from 
trapdoor permutations such as RSA, share ... 



Keywords: extractable commitments, feistel transform, joint signature and encryption, signcryption, 
universal padding schemes 

\ ^ -t i»trievabiiityi theory and implementation 



November 2009 CCSW '09: Proceedings of the 2009 ACM workshop on Cloud computing security 
Publisher: ACM egi est • srmissjciis 

Full text available: Q[M (538.44 AddHiona , information: felicitation , abstract , reference . _w v ^ 
KB) 

Bibliometrics: Downloads (6 Weeks): 48, Downloads (12 Months): 84, Downloads (Overall): 84, Citation Count: 0 



A proof of retrievability (POR) is a compact proof by a file system (prover) to a client (verifier) that a target 
file Fis intact, in the sense that the client can fully recover it. As PORs incur lower communication 
complexity than transmission ... 
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Software implementations of modern block ciphers often require large lookup tables along with code size 
increasing optimizations like loop unrolling to reach peak performance on general-purpose processors. 
Therefore, block ciphers are difficult to implement ... 
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Minimizing power consumption is crucial in battery power-limited secure wireless mobile networks. In this 
paper, we (a) introduce a hardware/ software set-up to measure the battery power consumption of 
encryption algorithms through real-life experimentation, ... 
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Application-Specific Instruction-Set Processors (ASIPs) are becoming increasingly popular in the world of 
customized, application-driven System-on-Chip (SoC) designs. Efficient ASIP design requires an iterative 
architecture exploration loop---gradual ... 
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This paper presents a lightweight middleware to be used for wireless medical body area networks. The 
middleware is designed to reside in mobile devices, and acts as a gateway to receive sensor data as well as 
to control a set of sensor devices attached ... 
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Block ciphers generally have fixed and relatively small input length. Thus they are often used in some mode 
of operations (e.g., ECB, CBC, CFB, and CTR) that enables the encryption of longer messages. 
Unfortunately, all these modes of operation reveal ... 
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Phase Change Memory (PCM) is an emerging memory technology that can increase main memory capacity 
in a cost-effective and power-efficient manner. However, PCM cells can endure only a maximum of 10 7 - 
10 8 writes, making a PCM based ... 
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We revisit a public key scheme presented by Shamir in [19] (and simultaneously by Naccache in [15]) and 
examine its applicability for general-purpose RFID tags in the supply chain. Using a combination of new and 
established space-saving methods, we present ... 
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We introduce the concept of an elastic block cipher, which refers to stretching the supported block size of a 
block cipher to any length up to twice the original block size while incurring a computational workload that 
is proportional to the block ... 
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Cryptanalysis of feistel ciphers is difficult due to their high nonlinearity and autocorrelation. On the other 
hand, substitution ciphers are easily breakable due to their simpler encryption process. In this paper, a 
highly efficient Binary Particle ... 
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This paper presents two novel and high performance hardware architectures, implemented in FPGA 
technology, for the KASUMI block cipher; this algorithm lies at the core of the confidentiality and integrity 
algorithms defined for the Universal Mobile Telecommunication ... 
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A highly efficient Binary PSO based cryptanalysis approach for four-rounded DES is presented. Several 
optimum keys are generated in different runs of the algorithm on the basis of their fitness value and finally, 
the real key is found by guessing every ... 
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This paper introduces the concept of programming with sketches, an approach for the rapid development of 
high-performance applications. This approach allows a programmer to write clean and portable reference 
code, and then obtain a high-quality ... 
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